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Parachute for Windows 2000 - Introduction

Welcome to Parachute for Windows 2000. This manual will show you how to configure
Windows 2000 for Parachute remote access, and logon to the NIEHS Network, through the NIH
network, from off-campus using a high-speed modem and a standard telephone line.

What Is Parachute?

Parachute is just a name used by NIH to describe, in one word, all of the various operating
systems’ names for the NIH dial-up or remote access networking components. Parachute is only
relevant to analog communication (standard telephone line), and not to digital communication
(DSL, cable, wireless, satellite, etc.).

Parachute only gives you a physical connection to the Internet, a network address inside the NIH
network, and nothing else. Once you are connected (dialed and logged in) to Parachute, its job is
done. It is up to some other piece of software to give you the services you require: a web
browser like Internet Explorer, to browse Internet web sites, and an email program like Outlook
to get your email. See: http://www.niehs.nih.gov/guide/remote/home.htm for more information
on remote computing.

Many users have questions or problems that are not caused by Parachute but are about some
other function they desire to do while dialed into Parachute. It is important to note this
distinction as it may save you a lot of time and frustration. Near the end of this document, we
will show you how to tell if you are logged into Parachute successfully.

What Do You Get From Parachute?

Before you dial into Parachute, you are probably wondering what you are going to be able to do
with it. You are probably going to compare what you can do from the office versus what you can
do over Parachute. Remember, Parachute only gives you a physical connection to the Internet
and a NIH network address, but with that connection you can do a lot of different things. To put
it simply, you can do almost everything your office computer can, only slower (provided you
have the software installed on your Parachute computer). Here are some of them:

o Use a web browser like Internet Explorer to browse World Wide Web sites.
o Use a web browser to access Outlook Web Access at https://owa.nih.gov email.

Using Cisco VPN or Citrix nFuse you can also:
o Use a web browser to access intranet web pages and resources normally only accessible
from inside the NIEHS network (on site).
o Map network drives to file sharing locations within the NIEHS network.
o Use Microsoft Outlook to access your email and calendars.

The clients and instructions for Cisco VPN and Citrix nFuse can be found at:

http://www.niehs.nih.gov/guide/remote/options.htm




Getting Technical Support

If you need help configuring your Parachute connection, contact your local Computer Support
Person (CSP) http://www.niehs.nih.gov/guide/desktop/staff.htm for assistance.

These instructions have been modified for the NIEHS user. For additional help, you can visit the
NIH Remote Access web site at: http://remoteaccess.nih.gov/ and click on the Parachute link.

What You Need — The Worksheet

'A Parachute account: & password:
*Your Parachute computer’s local Administrator password:
*Your network username: & password:

*Your Network Domain: __ NIH
*A list of any network drives you will need remote access to.
(drive letter, server name and shared folder name)

O O O O O

Examples:

Name Letter | Server\Folder
User’s data on file | U: \\data\jones99\
server

NIEHS Public M: \\catoe\public
share

Branch specific P: \\catoe\dert GMB

file shares

K: \\catoe\project OM
R: \\dert ICfund
O: \\catoe\dert public
Worksheet:
Name Letter | Server\Folder

o °A high speed analog modem (V.90 preferred).
Notes:
1. Contact Patricia Harris ( harrisp@niehs.nih.gov ) to apply for a Parachute account. The

NIH Center for Information Technology’s Accounts Group or Patricia Harris will contact
you with your user account and password.

2. Ifyou are using a personally owned computer, you may need to know the local
Administrator password of your computer. If you don’t know this password, check your
computer’s documentation. Many home computers have no password set for the



Administrator account. If this is the case, we highly recommend that you create one, for
security reasons. If you will be using an NIEHS owned computer, you will need to ask
your Computer Support Person (CSP) to set up Parachute access on the machine for you.

For those who also use a Windows computer at work, this is the username and password
you use to login in at your office computer. The Domain is another field just below the
Password field.

Enter Network Paszsword [ 7]
o | Enter your network password for Microzoft Nebworking.
]
i — Cancel
Uszer name: |
Pazsword: |
Domain: |

For users of other operating systems such as Macintosh or Unix, you may have to contact
your Computer Support Person (CSP) and ask them for assistance.

If you will need to access resources on a NIEHS network share, you will need to record
the details of your mapped network drives. To obtain a list of your mapped network
drives, on your office computer. Non-Windows users may have to get this info from
their Computer Support Person (CSP).

a. Find the Network Neighborhood icon on the Desktop and right click on it and
select Map Network Drive from the popup menu:

Open
Explore
Find Computer....

Map Hetwork Drive...

Dizconnect Metwark Drive...

Create Shartout
Rename

Fropertiez

b. From the Map Network Drive window below, click on the popup menu next to
the heading labeled: “Drive:” and scroll down the list until you see the drive
letters with \\server\folder entries next to them. Write this information on the
worksheet for each drive letter to which you wish to connect.



Map Metwork Drive

e [of -
Path: Cancel
Connect&s: | =) G: Wservernametfoldername Help

==l H: Nsemnerhametfaldername

— I

— J: -

r—z xpand by Default

Shared Directarmss

%‘L Microzoft Windows Metwork,

& YOURWIORKGROLUF
"B UNIQUENAMEHERE

5. The modem should have already been installed.
Creating the Parachute Connection

1. First, we need to make a new connection. From the prompt in Figure 1 below, press the
CTRL+ALT+DEL keys at the same time.

Welcome to Windows

Built on NT Technology

e

e Press Crl-Alt-Delete to begin.

Ckrl-ale-Del helps keep vour password secure, Click Help For rmore information.
Help

Figure 1. Microsoft Windows 2000 — Begin Logon Prompt



2. From the Logon Information window in either Figure 2a or 2b below, logon to your
computer with the local administrator account.

Log On to Windows
ndows 2000

Built on NT Techniology

L T |

=

User narne: I

Password; I

(] 4 I Zancel Cptions ==

Figure 2a. Logon Information window for Workgroup based computers

Log On ko Windows
ndows 2000

Built on NT Technology

< T |

57

User name:

Passward:

-~

Log on ko:

[ Log on using dial-up connection

Ok I Zancel Shutdown, .. | Qptions <<

Figure 2b. Logon Information window for Domain based computers
User name = Administrator

Password = supply the local administrator password from the Worksheet above
Domain = the local domain noted on the Worksheet above

3. Find the My Computer icon on your Desktop (Figure 3) & open it.

=
by Computer

Figure 3. The My Computer icon.



4. From the My Computer window (Figure 4), locate the Control Panel folder & open it.

& My Computer -0 x|
J File Edit “iew Fawarites Toals  Help ﬁ

J 4mBack ~ = - | ‘Qisearch L Folders & History | > nz =
J.ﬁ.ddress I@l My Computer j o
Ha ] = =
S 314 Floppy!  Local Disk (C:)
My Computer e .

Select an ikem to view its E @

description,
Local Disk, (D¢ Compack Disc

Displays the files and Folders on (E:)
WOUF cornpuker

See also;

Iy Docurients Control Panel

My Metwork Places
Metwork and Dial-up Conneckions

|5 objectis) | |@. My Compuker v

Figure 4. The My Computer window.

5. From the Control Panel folder (Figure 5), locate the Network & Dial-Up Connections
icon & open it.

E3 Control Panel =10] =]
J File Edit “iew Fawvorites Tools  Help ﬁ

J = Back « =b - | @Search EE;F-::Iu:Iers @Histury |% q; b4 »
J.ﬁ.ddress (] Control Panel j lff‘)G':'

3 4 -

Phone and  Power Options

e, —

B

Cnntrﬁl Panel

Modem ...
Metwork and Dial-up @ %
Connections
Connects ko other computers, Prinkters Regional Scanners and
networks, and the Internet Options Zameras

Windows Lipdate . \@E W |
Windows 2000 Suppark g
Scheduled Sounds and Syskem
Tasks Multirmedia hd

|C|:unnects ko other compukers, networks, anc| |@. My Camputer

o

Figure 5. Control Panel — Network & Dial-Up Connections.



6. From the Network & Dial-Up Connections folder (Figure 6), locate the Make New
Connection Wizard & open it.

Metwork and Dial-up Connections =10 x|

File Edit ‘iew Fawvorites Tools  Advanced Help “
“RBack - £ | ‘Chsearch LY Folders & #History Y »
Address | 2] Metwark. and Dial-up Connections ﬂ o Go
— " =
| T
™ _
_|E|‘ MakeNew
Network and Dial- {Connection:

up Connections

This Folder contains metwork
connections far this computer, and

a wizard to help vou create a new
conneckion, ﬂ

3 objeck(s)

Figure 6. The Network & Dial-Up Connections folder.

7. From the Welcome window (Figure 7), click on the Next button.

Metwork Connection Wizard

Welcome to the Network
Connection Wizard

IJzing thiz wizard you can create a connechion to other
computers and netwarks, enabling applications such az
e-mail, *web browsing, file sharing, and printing.

To continue, click Nest.

| M et = | Cancel

Figure 7. Make New Connection Wizard — Welcome window.



8. From the Network Connection Type window (Figure 8), .click on the second radio button
entitled “Dial-up to the Internet” & then click on the Next button.

Metwork Connection Wizard

Metwork Connection Type
'ou can chooge the type of network, connection you want to create, bazed on

wour network, configuration and wour networking needs.

" Dial-up to private network
Connect uzing my phone line [rmoderm ar [S0R)].

' Dial-up to the Internet
Connect to the Intermet uzing my phone line [modem or [ISOM).

" Connect to a private network through the Internet
Create aVirtual Private Metwork [YPH) connection ar tunnel’ through the Internet.

" Accept incoming connections
Let other computers connect bo mine by phone ling, the Internet, or direct cable.

" Connect directly to another computer
Connect uzing my zernial, parallel, or infrared port.

< Back I Pt I Cancel

Figure 8. New Connection Type window.

9. From the Internet Account Type window (Figure 9), click on the bottom radio button
entitled “I want to set up Internet connection manually, or I want to connect through a
local area network (LAN).” & then click on the Next button.

Internet Connection Wizard 5[

Welcome to the Internet
Connection Wizard

The Intemet Connection wizard helpz you connect pour computer
to the Internet, v'ou can uge thiz wizard to et up a new or
exizting Internet account.

£ | want to sign up for a new Intermet account. My telephone line
iz connected bo my modem.)

™ | want to transter my existing lnternet account to this computer,
[My telephone line iz connected to my moden. ]

& | want bo gt up my Intermet connection manually, or | want to
cannect through a local area netwark [LAM].

To leave vour Internet zettings unchanged, click Cancel.

To leamn more about the [ntermet, click Tutorial, Tutarial |

< Back I Mest » I Cancel




Figure 9. Internet Account Type window.

10. From the “Setting up your Internet connection” window (Figure 10), click on the top
button labeled “I connect through a phone line and a modem” & then click on the Next
button.

Internet Connection Wizard ﬂ

Setting up your Internet connection

If your have an Intermet service provider account, vou can wse your phone ling and a modem
to connect to it If your computer iz connected to a local area netwark, [LAM], vou can gain
access to the Internet over the LAM.

Haoww do pou connect o the [ntermet?

{+ | connect through a phone line and a modem

" | connect through a local area netwaork [LAN)

< Back | et > | Cancel

Figure 10. Setting Up Your Internet Connection window.

11.From the Internet Account Connection Information window (Figure 11), enter the
Parachute phone number, ensure is the current Country/Region & that the “Use
area code and dialing rules” check box is enabled/checked. Then click on the
Advanced button.

Parachute phone numbers:

Toll-Free #1:  (800) 827-0124
Toll-Free #2: (866) 753-3457
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Internet Connection Wizard H 1[

Step 1 of 3: Internet account connection information

Type the phone number pow dial bo connect bo pour ISP

Area code; Telephone number:
f&00 - 6270124

Countrydregion name and code:
ILIniteu:I States of Amenca [1] ﬂ

¥ Use area code and dialing niles

T o configure connection properties, click Advanced. Advanced. |
[Mast ISP: do not require advanced settings. )

¢ Back | M et > I Cancel |

Figure 11. Internet Account Connection Information window.

12.From the Advanced Connection Properties’ Connection tab, configure as shown

& click on the Addresses tab.

Advanced Connection Properties x|

Connection I Addreszes |

— Connection type
% PPP [Point to Point Pratocol)
™ Disable LCP Estensions
£~ SLIP [Serial Line Intermet Protocol)
" C-5LIP [Compressed Serial Line Intemet Protacal]

— Logaon procedure

* Mone
" Log on manually

" Use logon seript:

Srpt: Brawze,.. |

Ok, I Cancel |

Figure 12. Advanced Connection Properties — Connection tab.
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13.From the Addresses tab (Figure 13), click on the “Always use the following” radio

button & configure as shown in Figure 13 & click on the OK button to return to

Figure 11 above & click on the Next button.

Advanced Connection Properties

Connection  Addresses |

— P address

X

" Always uze the following:

% |ntermet service provider automatically provides one

|F &ddress;

—DMS server address

% Always use the following:

= My |5P automatically provides a Domain Mame Server [DN5] address

Primary DMNS zerver: |128.23'|.‘|28.251

Alternate DMS server: |1 28,231 641

Ok, I Cancel

Figure 13. Advanced Connection Properties — Addresses tab.

14.From the Internet Account Logon Information window (Figure 14), type in your

Parachute username & password (use your Worksheet above) & click on the Next button.

Internet Connection Wizard

Step 2 of 3 Internet account logon information

X

Type the uger name and pazzword you uze to log on to vour ISP, our uzer name may
alzo be referred to az pour Member 1D or Usger (D, 1F you do not know thig information,

contact your [SP.

User narme: IF'arachute username
Pazzword: I ********

< Back I et » I

Canicel |

Figure 14. Internet Account Logon Information window.
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15.From the Configuring Your Computer window (Figure 15), type in the name you
want to give this connection & click on the Next button.

Internet Connection Wizard | E[

Step 3 of 3: Configunng your computer

|nformation about your Internet account is grouped together az a dial-up connection
and labeled with a name pou provide.

Type a name far the dial-up connection. Thiz can be the name of vaur ISP ar any name
wou wank to uze.

Connection name:
Parachute 300

< Back I MHest » I Cancel

Figure 15. Configuring Your Computer window.

16. From the Set Up Your Internet Mail Account window (Figure 16), click on the second
radio button entitled No & then click on the Next button.

13



Internet Connection Wizard

Set Up Your Internet Mail Account

An Intermnet mail program is inztalled on wour computer. Intermet mail allows you to
receive and send e-mail messages.

To successfully set up pour Internet mail account, you must have already signed up far
an e-mail account with an Internet service provider and obtained impartant connection
information. If you are mizzing any infarmation the wizard azks pou to provide, contact
your Interet service provider.

Do pou want bo set up an Internet mal account now?
 Yes
& Hg

< Back I Mest > I Cahcel

Figure 16. Set Up Your Internet Mail Account window.

Internet Connection Wizard ll

Completing the Internet Connection
Wizard

T'ou have succezsiully completed the Intermet Connection wizard,
Wour computer is now configured to connect to your Intermet
account.

Internet at any time by double-clicking the Internet

After you cloze thiz wizard, you can connect ta the @
Emplorer icon on pour desktop.

r Ta connect ta the Intemet immediately, select this box and then
iclick Finish.

To cloge the wizard, click Finizh

< Back I Firizh I Canhicel |

17. From the Internet Connection Wizard’s Completion window (Figure 17), uncheck the
checkbox & click on the Finish button.

Figure 17. Internet Connection Wizard — Completion window.

18. Congratulations!! You have now successfully created the Parachute connection but you

must first configure it.

14



Configuring the Parachute Connection

19.You are now ready to configure the Parachute connection you just created above so that it

connects properly to the NIEHS network, through the NIH network. You should still
have the Network and Dial-up Connections folder open (if not, follow Steps 3, 4, & 5
above & return here) & you should now see a Parachute 800 (Parachute 866 if you are
configuring the second number). Right-click on the Parachute icon (as shown in Figure

19 below) & from the popup menu, click on the Properties command.

EY Network and Dial-up Connections

=10l x|

J File Edit ‘Wiew Favorites Tools  Advanced Help

J = Back ~ = - | ‘Qhsearch LY Folders ¢ 4Histary ||E* 0 % »

up Connections

This folder contains netwark,
conneckions For this computer, and
a wizard to help vou create a new
conneckion.

[

J Address I Metwork and Dial-up Connections j o
S : &5 gﬁ
= pemrere e . { Conneck
L iMake Mew | IETElay Status
Network and Dial- Connection;

Create Copy

Create Shortout
Delete

Renarne

|3 abjectis) |

Figure 19. Parachute connection — contextual menu shown.
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20. You will now see the Properties window for this Parachute connection (Figure 20). From
the General tab, verify that the area code & phone number are correct, “United States of

America (1)” is the Country/Region code, “Use dialing rules” is turned on & that your
modem is selected under “Connect using” (if not, select it from that popup menu).

Parachute 800 Properties 21 x|
General I Optionz I Secunty I Metworking I Sharnng I

Connect uzsing:

@ Modern - Courier Y Evemthing External [COM1]

— Phone nurmber

Area code; Phone number:

leoo =] [s27or24 Alternates

Country/region code:

ILlniteu:I States of Amenca [1] j

¥ Use disling rules Rulez

¥ Show icon in tazkbar when connected

0k Cancel

Figure 20. Parachute connection properties — General tab.
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21.Click on the Configure button in Figure 20 above to see your modem’s properties (Figure
21). The modem shown in Figure 21 is only an example. Configure as shown & click on
the OK button to return to Figure 20 above.

Modem Configuration 2=

@“} Courier . E vemthing External (COM1]
Ry

<

b asimum speed [bpz):

Modem protocal

—Hardware features
¥ Enable hardware flow contral
¥ Enable modem emror contral

¥ Enable modem compression

— Initialization
[ Show terminal window

[ Bum script: j

Edit... | Browse... |

¥ Enable modem speaker

ak. I Cancel |

Figure 21. Modem Configuration window.
22.From the Figure 20 above, click on the Rules button to open the Phone and Modem
Options window (Figure 22). If you see a Location you would like to edit, click on the

location and click on the Edit button. Otherwise, click on the New button.

Phone And Modem Options 7=

Dialing Rules |

%‘\ The lizt belove dizplays the locations you have specified. Select the
s location from which you are dialing.

Locations:
| ocation | Area Code |
[0l My Location 800

Mew. . Edit... [Delete

Phone number will be dizled az
270124

[ ok | camca | ooy |

Figure 22. Phone and Modem Options window.
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23.From the Edit (or New) Location window (Figure 23), type in a location name such as
“Remote”, make sure “United States of America” is the Country/Region & that 800 (or
866 if you are configuring that number) is in the Area Code field. For those who have
the Call-Waiting feature on your phone line, check mark the option “To disable call
waiting dial” and pick/type the code your phone company uses to deactivate Call-
Waiting. Click on the Area Code Rules tab.

Edit Location i el B

General | frea Code Huks] Caling Eﬂd]

@ Location name: |8|:”:|

Specify the location from which wou will be dialing.

Countrydregion: Area code;
|L|nited States of Amernica ﬂ ]EEIEI
Dialing rules

When dialing from this location, wse the following nles:
To access an outside line for local calls, diak |

To access an outside ling for long-distance calls, dial |

[ Todisable call waiting, diat | VI

Dial using: ™ Tone " Puke

Fhone number will be dizled az
g27-0124

| 0k I Cancel Apply

Figure 23. Edit (or New) Location window.
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24. From the Area Code Rules window (Figure 24). If you see an Area Code Rule you would
like to edit, click on the rule and click on the Edit button. Otherwise, click on the New
button.

General Area Code Rules | Calling Card I

An area code rule determings how phone numbers are dialed fram your
current area code to other area codes and within your area code.

Area code rules:

Area Code | Prefines | Rule |

e, Edit... [elete

Dezcrption

Select a mile in the list above to view it description, or click Mew ta
add a rule.

k. I Cancel Apply

Figure 24. Area Code Rules window.
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25. From the New (or Edit) Area Code Rule window (Figure 25), type in the area code (800
in this example, 866 if you are configuring the second connection number). Check mark
the option labeled ‘Dial:” and enter ‘1’ in the slot next to it. Check mark the option
labeled “Include the area code”. Click on the OK button to return to Figure 24 above.

If you do not need to configure Parachute to use a calling card, then click on the Apply
button in Figure 24 above & then on the OK button to return to Figure 22.

If you need to enter a Calling Card number, click on the Calling Card tab in Figure 24
above & configure the calling card options & click on the Apply button & then click on
the OK button to return to Figure 22.

Thiz area code rule will only apply b calls made to the area code and prefis
cambination vau zpecify belaw,

Area code you are calling: Area code Frefis
= 500 KRR XK XK
Prefives

Specify the prefises bo be uzed far this area code ule.

{* |nclude all the prefises within thiz area code

" Include only the prefizes in the list below:

Prefines to include;

T
[ o

YWhen dialing phone numbers that contain the prefises above:

I+ Dial: |1

I+ Include the area code

Ok | Cancel

Figure 25. New (or Edit) Area Code Rule window.
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26. The Phone and Modem Options window should now have a dialing rule in it as shown in

Figure 26 below. Click on the Apply button & then click on the OK button to return to

Figure 20 above. Click on the Options tab.

Phone And Modem Options 7=

Dialing Rules |

%‘.} The lizt belove dizplays the locations you have specified. Select the
s location from which you are dialing.

Locations:
| ocation | Area Code |
3 800 900

New... || Edi.. | Delete

Phone number will be dizled az
800 827-0124

oKk | cance | appy |

Figure 26. Phone and Modem Options window - Completed.

27. From the Options tab (Figure 27), configure as shown & click on the Security tab.

Parachute 500 Properties 21|

General  Options |Seu:urit_l,l| Netwurkingl Sharingl

— Dialing options
¥ Dizplay progress while connecting

¥ Prompt for name and password, certificate, ste.
[ Include Windows logon domain

I Prampt for phone number

— Redialing options

Fedial atternpts: 3 =

Time between redial attempts: |1 minute vl
Idle time before hanging up: IHEVEI 'l

[ Redial if line iz dropped

.25

ok I Cahcel |

Figure 27. Parachute 800 Properties — Options tab.
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28. From the Security tab (Figure 28), configure as shown & click on the Networking tab.

Parachute 800 Properties ed |

Generall Options  Security | Netwnrkingl Sharingl

— Security options
{* Typical [recommended settings)]

Yalidate my identity az followes:

I.-’-'-.Ilu:uw unzecured pazsword - I

[T | sutomatically wze my Windows lagen name and
pazawond [and domain if any]

™| Beguite data encivption [dizconnect if none]

i~ Advanced [custom settings]
[zing these settings requires a knowledge S eitings |
af gecurnty protozols, d

— Interactive logon and scripting

[ Show terminal window

[™ Fun script: j
Edit... | Browse. . |

| ak. I Cancel |

Figure 28. Parachute 800 Properties — Security tab.
29. From the Networking tab (Figure 29), make sure that at least “Client for Microsoft

Networks” and “Internet Protocol (TCP/IP)” are listed in the Components section & that
they are check marked. Click on the Settings button.
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Parachute 800 Properties ed |

Generall Elptiu:unsl Securty  Mebworking | Sharingl

Type of dial-up zerer | am calling:
| PPP: windows 95/98/NT4/2000, Intermet =]

Settings |

Componentz checked are uzed by thiz connection:

Determiniztic Metwork, Enhancer
Clignt for Microsoft Metworks

[nztall... [ hinztall Properties

Dezcriptian

Transmizzion Control Protocaolf/nternet Protocal. The default
wide area nebwark, protocal that provides commuricatian
acrogz diverze interconnected netwarks.

k. I Cancel

Figure 29. Parachute 800 Properties — Networking tab.

30. From the PPP Settings window (Figure 30), configure as shown & click on the OK button
to return to Figure 29 above. Click once on the “Internet Protocol (TCP/IP)” component
& then click on the Properties button.

PPP Settings 2]
¥ Enable LCP extensions

¥ Enable zoftware comprezsion

¥ Megotiate multi-link for single link connections

k. I Cancel

Figure 30. PPP Settings window.
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31. From the Internet Protocol (TCP/IP) Properties window (Figure 31), click on the “Obtain
an [P address automatically” radio button & then click on the “Use the following DNS

server addresses” radio button. Then, enter the DNS addresses as shown in Figure 31.
Then click on the Advanced button.

Internet Protocol (TCP/IP) Properties 7| x|

eneral |

Y'ou can get IP zettingz azzigned automatically if pour netwark
supports this capability. Othensize, you need ko ask your netwaork,
adriniztrator for the appropriate [P settings.

% [Obtain an IP address automatically
—{ Use the following IP address:
[P address:

™ Obtain DMS server address autornatically

—{%" Use the following DNS server addiesses:

Preferred DNS server: | 128231 128 . 251

Alternate DMS zerver: I 128 .21 .64 .1

Advanced... |

k. I Cancel

Figure 31. Internet Protocol (TCP/IP) Properties window.
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32. From the Advanced TCP/IP Properties window (Figure 32), configure as shown & click

on the WINS tab.

Advanced TCP/IP Settings 2]

General | DNS | wiNS | Optians |

Thiz checkbox only applies when vou are connected to a local
netwark and a dial-up netwark, simultaneouzly. When checked. data
that cannot be zent an the lozal netwark i forwarded to the dial-up
nietwork,

¥ Use default gateway on remate netwark

PPP lirk:
|V [~ Use IP header compression

k. I Cancel

Figure 32. Advanced TCP/IP Properties — General tab.
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33. From the WINS tab (Figure 33), click on the Add button.

Advanced TCP/IP Settings ed B

Generall D5 WINS IEIptiu:unsI

—WwMS addreszes, in order of uze:

|
k4

Add.. Edit.. Remave |

[F LMHOSTS lookup iz enabled, it applies to all connections for which
TCRAF iz enabled.

¥ Enable LMHOSTS lookup Impart LMHOSTS..

k. I Cancel

Figure 33. Advanced TCP/IP Settings — WINS tab.

34. From the TCP/IP WINS Server window (Figure 34), type in the Primary WINS server
address & click on the Add button to return to Figure 33 above.

WINS zerver
| 156 . 40 . 70 . 20

Add Cancel

Figure 34. Adding Primary WINS Server Address.



35. From the Advanced TCP/IP Settings window in Figure 33 above, click on the Add button
again & in the new TCP/IP Settings window (Figure 35), type in the Secondary WINS
server address & click on the Add button.

WINS zerver:
| 156. 40 . 74 . 20

Add Cancel |

Figure 35. Adding the Secondary WINS Server Address.

NIH DNS & WINS Servers
Primary DNS 128.231.128.251
Secondary DNS 128.231.64.1
NIH Central Primary WINS 156.40.70.20
NIH Central Secondary WINS | 156.40.74.20

Table 1. DNS & WINS Server Addresses.

36. The Advanced TCP/IP Settings should now look like Figure 36.

Advanced TCP/IP Settings x|

Generall DNS  WINS |I:I|:|ti|:|ns|

—%WIM5S addresses, in order of uge:

156.40.70.20

Add.. Edit.. Remove |

[F LMHOSTS lookup iz enabled, it applies to all connections for which
TCPAP iz enabled.

¥ Enable LMHOSTS lookup Impart LMHOSTS. .

] | Cancel |

Figure 36. Advanced TCP/IP Settings window — Completed.
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37. The other tabs are fine with their current settings. Click on the OK button to return to
Figure 31 above. Click on the OK button there to return to Figure 29 above. Click on the
OK button there to save the changes to the Parachute 800 connection & return to the
Network & Dialup Connections window in Figure 19.

38. You may want to create a shortcut to the Parachute connection on your Desktop so you
can easily use it to connect to Parachute in the future. To do this, right-click on the
Parachute icon to get a popup menu (see Figure 19 above) and select the Create Shortcut
command. You will see a warning prompt (Figure 38a) from which you should click on
the Yes button. This will create a shortcut to the Parachute connection called “Shortcut
to Parachute 800 on your Desktop (Figure 38b). Now, in the future, you can simply
double-click on this shortcut to bring up the dialing window that we will see in a
moment. You can now close the Dial-Up Networking folder.

shortcut =

? Windows cannot create a shortout here,
Do wou want the shortcuk to be placed on the deskkop instead?

Yes Mo

Figure 38a. Shortcut Creation Warning

;
[2] &2
Shartcut ko
Parachute 800

Figure 38b. Shortcut to Parachute icon.

Congratulations!! You have finished configuring the Parachute connection & can now
use it to dial into the NIEHS / NIH network.
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Logging into Parachute
39. Finally! You were probably wondering if you would ever get to this part.

If you made a shortcut on the Desktop, then you can simply double-click on it to open the
dialing or Connect To window (Figure 39).

If you did not create the shortcut, then you can find the Parachute icon in the Dial-Up
Networking folder (Steps 3, 4 & 5 above).

In the User Name field, type in your Parachute username from your Worksheet.
In the Password field, type in your Parachute password from your Worksheet.

Click on the Connect button to dial into Parachute.

Conneck Parachute 800

|Jzer name: IF'arau:hute LIZEmanme

xxxxxxxxxxxxxxxx

Paszward: I

[ Save password

Dial |ann 827-0124 =]

Diialing fram: Iann j Dialing Fules |
Diial I Cancel | F'n:upertiesl Help |

Figure 39. Parachute — Connect To window.
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40. If all goes well, you should see the following status indicators as the connection attempt
is made (if not, refer to the section below entitled Troubleshooting):

x|

Status: Wenfping uzer name and Cancel |

pagaward. ..

Figure 40c. Connection Status — Logging On to Network Mode.

41. Congratulations! You are now logged into Parachute & you should now see the
Connection Established window (Figure 41) and you can click on the Close button to
close this window (don’t worry, this will not disconnect you from Parachute). If you do
not wish to see this prompt displayed in the future, click on the “Do not show this dialog
box in the future.” option before clicking on the Close button.

Connection Established 2]

You are connected to Parachute 800.

To dizconnect or ba view statuz infarmation,
double-click the dial-up icon in the status arza =
af the taskbar, :Il

“You can also double-click the connection icon B
in the Dal-Up Networking folder. = %

[ Lo nat show this dialog box in the future.

Mare Infarmatian...

Figure 41. Connection Status — Connection Established
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Disconnecting from Parachute

When you are done working with Parachute & want to disconnect, perform the following steps:

1. From the System Tray (the part of the Taskbar where the time is displayed) you should
see two little computer icons (Figure 42a).

8 E31PM

Figure 42a. System Tray — Dial-Up Connection icon.

2. Right-click on these little computer icons to get a popup menu (Figure 42b) & select
Disconnect.

Status
Dizconnect

=B, 534 PM

Figure 42b. System Tray — Dial-Up Connection popup menu.
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Logging onto a Windows Network

Windows 2000 provides you with the necessary clients, services and protocols to logon to your
Microsoft Windows NIH Domain through the NIH Network. You can use the My Network
Places on your home computer to access shared resources or map a drive to file share, such as
your network user directory (\\data\userid).

To use this service, you need to have an NIH IP address. This means that if you use another dial-
up ISP (Internet Service Provider) like AOL or RoadRunner, you will not be able to use this
service. Since Parachute gives you an NIH IP address, you can use this service. To use another
ISP see instructions at http://www.niehs.nih.gov/guide/remote/vpn/home.htm.

NIEHS Owned Computers: (Windows XP Professional)

You will need to contact your Computer Support Person (CSP) to set up the NIEHS desktop or
laptop computer which you will be using from off site. The CSP will install and configure
Parachute, and join the PC to the NIH domain. When logging on from home, make sure the
phone cord is plugged into the PC’s modem, and follow the following directions:

1. Ifyou haven’t already, restart your computer. At the login prompt (Figure 42), press
Ctrl-Alt-Delete keys.

Welcome to Windows

Professional

Built on NT Technoloagy

e

L

a_

ﬁ| Press Ctrl-alt-Delete to begin.

Ckel-Ale-Del helps keep vour passward secure, Click Help For mare infFormation,

Help

Figure 42. Windows 2000 Professional Begin Logon Prompt.

2. From the Logon window (Figure 42), type in your NIH domain username, password and
select “NIH” as your domain in the “Log on to” drop down menu. Click on the “Log on
using dial-up connection” option to turn it on (check mark it). Click on the OK button.

NOTE: If you do not enable “Log on using dial-up connection”, then you can still login
to the desktop (provided you have successfully logged into the NIH domain from this
computer at least once) and connect to Parachute at a later time to get to NIEHS’s file
servers.
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Log On to Windows

Professional

Built on NT Technolagy

L e R T

[

User name:

Bassword:

[

Log on ko:

[™ Log on using dial-up connection

(0] 4 I Cancel Shutdown. . . | Cpkions ==

Figure 43. Windows 2000 Professional Login Prompt — Expanded

3. From the Network Connections window (Figure 44), select the Parachute configuration
from the menu & click on the Connect button.

Dial I Cancel

Figure 44. Network Connections window — Choose connection
4. Connect to Parachute (see the Logging into Parachute instructions above).

5. You may see a “Login Script” window appear. If so, do not close it as this window as
there are processes that are being ran that are needed for you to get to your NIEHS
network resources. The Login Script window will close automatically when it has
completed its tasks.

6. Congratulations! You are now logged into the NIH domain and you should now have
access to any file shares or servers for which you have permission. You can verify this
by clicking on the Start button, then click on My Computer, then click on My Network
Places, then click on the Entire Network link and finally double-click on the Microsoft
Windows Network link to see a list of domains or computers (Figure 45).

NOTE: If you receive any error messages, refer to the Windows Login section in the
Troubleshooting section below.
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_lox

J File Edit ‘Wiew Faworites Tools  Help ﬁ
J W Back = = - | ‘Chsearch L Folders ¢ 4History | i 2 X o | EH~
J.ﬁ.ddress - Microsoft Windows Metwark j e
| Bl =] =] =] =] -
'—'HF L LIgC ! LTer ] =) CToT TR
L computer name
Microsoft Windows
Network 5 = = =
= are oy =
Select an item bo view its descripkion,
= = = =
= are a2 =

158 ohject(s)

K

Figure 45. Contents of the NIH Microsoft Windows Network.

Personally Owned Computers:

1. Turn on and boot up your computer. Log into Parachute using the Parachute 800
connection.

2. After successfully logging into Parachute, right-click on the My Network Places icon (on
the Desktop) to get a popup menu (Figure 46) & click on the Map Network Drive

command.
r Open

Explare
Search For Computers. ..

Map Metwark Drive. .,

Disconneck Mebwark Drive, .

Create Shartcut
Renarne

Propetties

Figure 46. My Network Places popup menu.
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3. From the Map Network Drive window (Figure 47):

Map Network Drive x|

Windows can help you conneck ko a shared netwark Folder
and assign a drive letter ta the connection so that you can
access the folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want ko conneck to:

Drrive: |Z: j
Foldet: |'I,'I,servername'l,ﬁ:ull:lername ﬂ Browse, .,

Example: Y1serverishare

| Reconnect at logon

Connect using a different user name,
Create a sharkouk ko a Web Folder or FTP site,

| Finish | Cancel

Figure 47. Map Network Drive window.

Using your Worksheet from above, select your drive letter from the Drive menu, type in
the server\folder path in the Path field (i.e. \\myservername\sharedfoldername ). To keep
from having to do this every time you dial-in to Parachute, place a check mark next to the
option labeled “Reconnect at logon”. Click on the “Connect using a different logon”
link.

4. From the Connect As window (Figure 48), use your Worksheet above and type in NIH
for the domain, plus your username and password. Make sure you include the backslash
character “\” between the domain and your username. Click on the OK button.

ConnectAs.. x|

By default, you will connect ko the network folder as
MiHwilkerso. To connect as another user, enter their user
name and password below,

LsEr niime; | MNIHUszrname Browse, ,,

SRR R

Password:

QK | Cancel |

Figure 48. Domain Login Credentials Prompt

3. Congratulations! You are now connected to that server & that shared folder. You may see a
window open up which will list the contents of this shared network folder.

Repeat this process until all of your drives are mapped.

You can now access these drives as you normally would from your office computer.
35



Troubleshooting

Windows Network Login

If you see one of the following errors, try the suggested resolution. If the problem still persists,
contact your local Computer Support Person (CSP) for assistance.

Problem: No Domain Server Found

Possible Causes: The Parachute configuration is not setup correctly or the domain controller is
not responding or is down for servicing.

Possible Resolutions: Check the Parachute configuration or if the domain controller is down,
wait until it has been restored & try again.

Microzoft Networking

& Ma domain zerver was available ta validate pour pazsward. Yau mayp not be able to gain access to zome nhetwark,
[E20LICES.

Cancel |

Figure 49. No Domain Server Found alert.
Problem: Missing Domain
Possible Causes: You may have forgotten to type in NIH as the domain name.

Possible Resolutions: Re-enter the domain name and try again.
Microzoft Metworking E

e Y'ou muszt gpecify a domain ko log on to.

Figure 45. Missing Domain alert.
Problem: Username Cannot Be Found

Possible Causes: The NIH network username you entered is either misspelled, the account has
not been created yet or the account has been deactivated.

Possible Resolutions: Re-enter your NIH network username & try again; for new accounts, try

again later; if you suspect your account has been disabled, then check with your local Computer
Support Person (CSP).
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Microzoft Metworking |

Q The uzername cannot be found.

Figure 46. Unknown Username alert.
Problem: Password Is Not Correct

Possible Causes: The NIH domain password you entered is either misspelled, the account has not
been created yet, “Intruder Lockout” has been enabled or the account has been deactivated.

Possible Resolutions: Re-enter your NIH domain password and try again; for new accounts, try
again later; if you suspect your account has been disabled or had Intruder Lockout enabled, then
check with your local Computer Support Person (CSP).

Microzoft Metworking |

Q The domain pazsword pou supplied i= not corect, or access bo pour logon server haz been denied.

Figure 47. Incorrect Password alert.
I Cannot Dial or Connect to Parachute

If you do not get the connection status indicated by Figure 35¢ above, here are some error
messages & solutions.

If you see the following error:

Dial-Up Hetworking |

Errar B80: There iz hio dialtone.
bake zure your modem iz connected to the phone line properly.

Figure 48. Dial-Up Networking Error #680.
This can occur if:
* The telephone line is not working, is damaged or is unplugged from the wall. Check the

telephone cord/cable. If you have an extra phone, try plugging it into the wall jack & see if you
get a dial tone.
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* The telephone line is plugged into the wrong port on your modem. Modems usually have two
ports on them. One is for the telephone line (sometimes labeled with LINE or WALL) and the

other is for an external telephone set — just in case you want to have one near you (sometimes
labeled with PHONE or AUX).

If you see the following error:

Dial-Up Metworking E

& Error §91: The computer you're dialing in to cannot establizh a Dial-Up Metworking connection.
Check your pazzword, and then try again.

Figure 49. Dial-Up Networking Error #691.
This can occur if:

» The username or password was incorrect. Re-enter your Parachute username and password in
the dialing window. Make sure you do not have the Caps Lock key turned on as the password is
case-sensitive.

Dial-Up Metworking E

Errar 573: The computer you are dialing in ta is not answerning.
T again later.

Figure 50. Dial-Up Networking Error #678.
This can occur if:

* The phone number you typed into the dialing window is incorrect. Check the phone number
field and re-enter it if necessary.

* There is a telephone network problem such as “line noise” that is preventing the call from
completing. This noise can be in your house, neighborhood or somewhere in between you and
NIH. Computers must have a very “clean” signal in order to make a successful connection to
each other. The call may have to go through several telephone “exchanges” before getting to
NIH. Try your call again later. If you still cannot connect, contact your local Computer Support
Person (CSP) for assistance.

 Parachute may be down. To verify this, try dialing the Parachute phone number from your
home’s telephone set. If you hear the call “ringing” and you hear a long screeching or squealing
noise or tone then Parachute is functioning normally so make sure one of the other items above
are not causing the problem. If you do not hear the call “ringing” then try dialing another
number in that area code (sometimes local or regional telephone exchanges go down). If you
hear the call “ringing” constantly & no screeching or squealing tones then Parachute may indeed
be down.
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Dial-Up Metworking Ed

Error 629; vou have been disconnected from the computer you dialed.
Double-click the connection ta by again.

Figure 51. Dial-Up Networking Error #629.
This can occur if:

* The connection is disconnected (cable came unplugged, home, neighborhood or regional
telephone system outage, etc.). Recheck the connections and try again.

I Get Connected to Parachute but I Cannot Get to the Internet

If you do get the connection status indicated by Figure 35¢ above, here are some possible
problems & solutions.

Open your web browser (Netscape or Internet Explorer, etc.) and see if you can go to a web
site like: http://www.opm.gov/ If you can get to this web site (especially if you have never been
to this site from this computer) then your Internet connection & services are working fine.
Perhaps the web site you are going to is down at the moment or the service (email server, etc.) is
down for maintenance. Try again later or if you know the organization who owns or maintains
this service, contact them for assistance.

If you are not able to go to any web sites, try using the built-in Windows IP Configuration
Monitoring application. To open it, go to your Start menu & select the Run command & in the
Run Window, type in:  COMMAND and press return to open the Command Prompt window.
In the Command Prompt window, type in: [PCONFIG /ALL (Figure 52):
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[Fcommand Prompk

Windows 2088 I[P Configuration
UTERHNAIE

Hozt Mame . . -
Primary DNS Sufflx -
Mode Type . . . .
IP Routing Enahled. -
WINS Proxy Enabhled. .
DHE Suffix Search List

ic.nih. gov
Ethernet adapter Local Area Connection:

ic. nih. gow
3Com 3C?28 Integrated Fast Ethernet

B0-BA-DE-B3-D5-5A

Yes

Yes

111,144,144, 111

256.255.248.8

165.112.136.1

165.112.137.26

156.48.78.18

156.48.74.18

156.468.78.28

156.48.74_28

Tuezday, May 14, 2002 9:37:88 AM
Thursday,. June 13, 2082 2:37:88 AM

Connection—specific DNS Suffix

Description . . P
Controller (3CYBLC-TH Cumpatlhle)

Phyzical Address. . . . .

DHCP Enabled. . . - e .

Autoconf iguration Enabled

IP Address. . . . . - - .

Subnet Mask . . .

Default Gateway .

DHCF Server . .
DNE Servers . .

Primary WINS Server

Secondary WINS Seruer
Leaze Obtained. . . .
Leasze Expires . . . .

G WINNIT~SYSTEM:

Figure 52. 1P Configuration results.

If the IP Address field has an entry that starts with 156.40 then this is means that Parachute gave
you an IP address. If you do not see an address here or you see one that doesn’t begin with
156.40 (perhaps it starts with 192.168 or 169.254) then this is most likely because the TCP/IP
Properties are setup incorrectly. Verify the settings by referring to Steps 31 through 37 above.

If the DNS Servers field is blank or has a value other than 128.231.128.251 or 128.231.64.1, then
the DNS addresses are setup incorrectly. Verify the settings by referring to Step 31 above.

Then disconnect from Parachute & reconnect to see if the problem persists. If the problem still
persists, then contact your local Computer Support Person (CSP) for assistance.
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